
"Modern cryptography is one great example ofthe incredible economic consequences of

curiosity-driven, theoretical research .
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-Avi Wigderson , Math-computation

P : problems solvable in polynomial time
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Alice has message m to send to Bob overunsecure channel

let Enc and Dec be algorithmsfrat
take in and return strings

Gentizierent
AliceZE Pete Bob

Eve

KeyGen : generates random keyK

Kerchoffs' Principle : System must be secure
,

even if Eve has knowledge of all algorithms.
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Gen random ke 50 , 13
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perty1 : Correctness

For all K,me 50 ,3" , Dec (K , Enc(k ,m) = m.
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Poperty2 : security
Whatever is knowable aboutm given (
is also knowable wimout C.

Eavesdrop (me 50 , 13") :
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k = random e 20 , 13
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If X = 2
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C , @c = 1
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One-timePad
- one-time use of K

- bu(k) = (u(m) = X

-If we could send K securely , any
not send m securely ?

Computational) Property
-

Whatever is efficiently computable about m
given C is also efficiently computable without.
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