
Goal :

give you some of the tools to help
understand Friday's paper. universal hash

Focus on 4. 1 expected value

randombara of

Hahfunction u -> 51 ,
2, ..., nb

expectate

exampleelts)
Ladd later⑳

very large (4)
n buckets

all english words m

all phone numbers ↓
want to store/query some SCU

,
ISK (4)

want to use randomness to avoid collisions.

can 1 count on randomness in S ?

no-randomness has to comeinchoosing te hash

function h.

It is aUniversalfamily of hash functions if

for all X
, y +U , x*y , Pr[h(x) = h(y)] = n

↑his universal probability over random

his pairwise-indep.

I choiceof from I



Probability of a collision is low.

YX
,y +

U
, xyy , )[hzH : n(x) =h(y(3)t

There is no pair of elements that collide

in more thanH/ of the hash functions.

adversary chooses S
we randomly choose h

we get Pr(h(x) = h(y)] = I

What does universality help us prove ?

Say m items have been hashed to n-bucket
hash table.

(show on pictureresolve collisions w/ chaining above

want to query for XEU.

let X = # items in h(x)

↳ random variable : quantity associated
with an outcome of a random process

Cose picture above to show possible X values

what is something I'd like to say about X
?

E(x]e E
m/n if xyS O let's

divide

It m if X Sojars
expected

have them guess Ist one
value of

random var.

Y our intuition is right here
- but let's

see the proof.



let Xi be an indicator variable S
.

t
. Xi = 1 if

it element of S is in same bocket as X

and O otherwise.

① Suppose XS .

E[X] = E[Xi] by def .

of X
,
Xi

= F(Xi] by linearty of
expectation

↳ be h is universal

= m

② Suppose Xe S.

E[X] = E[X] by def of X ,
Xi

where is X ?

= E(I+Xi] Wlog ,
assume X is

Ist elt of S

= It[X] by lineanty of
expectation

- It bch is universal

= It m checkina



what have we shown?

If m =n , expect 1 item if X&S and I if
XeS .

expect (1) query time.

In practice , double table whenever min .
t

rehash

ask them : should I make

new h ?

What can I do if I can't store m pointers ?

↑

simplerqueaof
32 bit

wrong
answer for reduced size

h(x ,
)

inX5
query

get


